
A BRIEF PRIMER ON 
MANAGING THE KEYS 
TO THE INTERNET
DAVID HUBERMAN

ICANN’s OFFICE OF THE CTO



INTRODUCTION

There aren’t really 7 keys to the Internet. That’s just 
marketing.

There are 7 people who each hold one physical safety 
deposit box key. Inside each safety deposit box are 
credentials which, when used together, enable the 
operation of a hardware device which generates key 
signatures. 

Let me explain . . . 
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WHAT IS A 
KEY SIGNING KEY?
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TO FIND “SIMPLE.EXAMPLE”, YOU TRAVERSE FROM THE 
ROOT ZONE TO THE “EXAMPLE” ZONE TO THE 
“SIMPLE.EXAMPLE” ZONE.
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OVERLAYING THE DNS, THE SECURITY TRUST MODEL 
FOLLOWS THE SAME HIERARCHY. 

KEYS ARE USED TO CRYPTOGRAPHICALLY SIGN ZONES, 
AND THOSE KEYS ARE TRUSTED BASED ON 
ENDORSEMENT FROM THE ZONE ABOVE.
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WHILE THE CONFIGURATION OF OTHER ZONES CAN EASILY BE CHANGED 
BY UPDATING THE POINTERS IN THEIR PARENT ZONE, THE ROOT ZONE 
CANNOT. 

SPECIAL PROCEDURES NEED TO BE IN PLACE BECAUSE IT IS VERY 
DIFFICULT TO CHANGE IF IT IS BROKEN OR COMPROMISED. THE 
UPPERMOST KEY IS THE ROOT ZONE “KEY SIGNING KEY” OR KSK. 

BECAUSE ALL TRUST EMANATES FROM THE TOP, IT IS ALSO KNOWN AS 
THE TRUST ANCHOR.



SO HOW DO WE SECURE 
THE ROOT SIGNING KEY?
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THE ROOT KSK IS STORED 
IN A DEVICE CALLED A 
HARDWARE SECURITY 

MODULE (HSM) WHOSE 
SOLE PURPOSE IS TO 

SECURELY STORE 
CRYPTOGRAPHIC KEYS. 

THE DEVICE IS DESIGNED 
TO BE TAMPER-PROOF. IF 
THERE IS AN ATTEMPT TO 
OPEN IT, THE CONTENTS 

WILL SELF-DESTRUCT.
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SEVEN SMART CARDS EXIST 
THAT CAN TURN ON EACH 

DEVICE. THE DEVICE IS 
CONFIGURED SUCH THAT 3 

OF THE 7 SMART CARDS 
MUST BE PRESENT TO MAKE 

IT USEABLE.
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EACH SMART CARD IS 
ASSIGNED TO A DIFFERENT 

ICANN COMMUNITY 
MEMBER, KNOWN AS A 
TRUSTED COMMUNITY 

REPRESENTATIVE.  

TO ACCESS THE KEY 
SIGNING KEY, THEREFORE, 
AT LEAST THREE OF THESE 
TCRS NEED TO CONVENE. 

THESE PLANNED EVENTS 
ARE CALLED

KEY SIGNING CEREMONIES.
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THE HSM IS STORED INSIDE 
A HIGH-SECURITY SAFE, 

WHICH CAN ONLY BE 
OPENED BY A DESIGNATED 

PERSON, THE SAFE 
SECURITY CONTROLLER.

THE SAFE IS MONITORED 
WITH SEISMIC AND OTHER 

SENSORS.
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EACH TCR’S SMART CARD IS 
STORED IN A SECOND 

CREDENTIAL SAFE 
CONTAINING A SERIES OF 

SAFE DEPOSIT BOXES. 

EACH SAFE DEPOSIT BOX IS 
ACCESSED USING A 

MECHANICAL KEY THAT 
THE TCR TAKES WITH THEM 
AND KEEPS SAFE BETWEEN 

CEREMONIES.
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THE TWO SAFES ARE STORED 
IN A SECURE ROOM WHICH 

CAN ONLY BE OPENED 
JOINTLY BY TWO DESIGNATED 

PERSONS: THE CEREMONY 
ADMINISTRATOR AND THE 

INTERNAL WITNESS. 

THE ROOM IS MONITORED 
WITH INTRUSION AND 

MOTION SENSORS.
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THE SAFE ROOM IS 
LOCATED WITHIN A LARGER 
ROOM WHERE CEREMONIES 

ARE PERFORMED 
INVOLVING THE TCRS AND 

OTHER PERSONS. 
CEREMONIES ARE 

RECORDED ON VIDEO, 
WITNESSED BY THE 
PARTICIPANTS AND 

OTHERS, AND AUDITED BY A 
THIRD-PARTY AUDIT FIRM.

ACCESS TO THE ROOM 
NEEDS TO BE GRANTED BY 

ANOTHER DESIGNED 
PERSON, THE PHYSICAL 

ACCESS CONTROL 
MANAGER,  WHO IS NOT 

ON-SITE.
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THE CEREMONY ROOMS, KNOWN AS KEY MANAGEMENT FACILITIES, ARE LOCATED 
WITHIN TWO GUARDED FACILITIES, ONE EACH ON THE US WEST AND EAST COASTS.
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KEY CEREMONIES
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APPROXIMATELY FOUR TIMES A YEAR, THE TCRS 
AND OTHERS MEET TO USE THE HSMS TO SIGN KEYS 
TO BE USED FOR THE ROOT ZONE.

CEREMONIES CONVENE A QUORUM OF 
PARTICIPANTS NEEDED TO ACTIVATE THE KSK IN ITS 
SECURE ENCLOSURE, WITH SUFFICIENT CONTROLS 
TO SATISFY OBSERVERS IT IS BEING USED IN A 
LEGITIMATE WAY AND THERE IS NO RISK OF 
INADVERTENT USE.

A BRIEF PRIMER ON MANAGING THE KEYS TO THE INTERNET 17



THE CEREMONY IS CONDUCTED IN A HIGHLY TRANSPARENT MANNER, WITH THE OPPORTUNITY 
FOR INTERJECTION IF ANYONE IS CONCERNED. THE PURPOSE IS TO ENSURE TRUST IN THE 
PROCESS. DNSSEC ONLY PROVIDES SECURITY IF THE COMMUNITY IS CONFIDENT THE KSK HAS 
NOT BEEN COMPROMISED.
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EACH CEREMONY IS ORCHESTRATED USING A 
COMPREHENSIVE SCRIPT THAT IDENTIFIES EACH 

INDIVIDUAL STEP THAT NEEDS TO BE UNDERTAKEN.
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THE PROCESS IS STREAMED AND RECORDED, WITH EXTERNAL 
WITNESSES WATCHING EVERY STEP. ALL MATERIALS (VIDEOS, 

CODE, SCRIPTS, ETC.) ARE POSTED ONLINE.
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THANK YOU
David.Huberman@icann.org
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