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Cyber incidents 2022\2023 Scope

Cyber incidents registered 2194

low

medium

high

critical

626

520

580

468

Incidents by sectors

Government

Military 

Commercial 

Finance 

Energy 

557

308

156

120

103

1824

79

1452

248

45

433

125

96

27

71

Telecom + IT 94 87



Cyber incidents 2022 \ Scope
Tracked activity 81

UAC-0010 (Armageddon) UAC-0097

UAC-0056  (Cadet Blizzard)

UAC-0002 UAC-0082 
UAC-0165 (Sandworm)

UAC-0100

69

28

28

14

11

UAC-0098 (Trickbot/Conti) 8

UAC-0057 (GhostWriter)

UAC-0142 

4

2



Cyber incidents 2023 \ Scope
Tracked activity 119

UAC-0010 (Armageddon) UAC-0150 (Zimbra Phishing)

UAC-0006 (SmokeLoader)

UAC-0002 UAC-0082 
UAC-0165 (Sandworm)

UAC-0109 (Zarya)

154

110

87

41

33

UAC-0028 (APT28) 31

UAC-0056 (Cadet Blizzard)

UAC-0057 (GhostWriter)

24

7



UAC-0010 / Armageddon 



UAC-0010 / Armageddon 



UAC-0010 / Armageddon 



UAC-0010 / Armageddon 



UAC-0010 / Armageddon 

LOADSHORT LAKEFLASH



UAC-0010 / Armageddon 



UAC-0002 UAC-0082 UAC-0165 / Sandworm



UAC-0002 UAC-0082 UAC-0165 / Sandworm
- Vulnerabilities exploitation of public resources  (Microsoft Exchange, Website, VPN, RDP, Web 

applications etc)

- Webshells at compromised public resources to maintain access to victim networks
- SSH tunneling with Stowaway, Regeorg

- Impacket, RDP for lateral movement. 
- GPO, scheduled tasks, and cron jobs for payload execution.

- Cyberespionage / Sabotage.



UAC-0002 UAC-0082 UAC-0165 / Sandworm

Vulnerabilities exploitation of public resources 
(Microsoft Exchange, Website, VPN, RDP, Web applications etc)



UAC-0002 UAC-0082 UAC-0165 / Sandworm

DESTRUCTION
- ORCSHRED - Industroyer2
- AWFULSHRED - CaddyWiper
- SOLOSHRED - Prestige Ransomware
- POWERGAP - RoarBat (SDelete)



UAC-0002 UAC-0082 UAC-0165 / Sandworm



UAC-0002 UAC-0082 UAC-0165 / Sandworm



UAC-0028 / APT28 / Cyber espionage



UAC-0028 / APT28 / Cyber espionage



UAC-0097 / Cyber espionage



UAC-0097 / Cyber espionage



UAC-0097 / Cyber espionage



UAC-0142 / Military operations 



UAC-0142 / Military operations 



UAC-0006 / SmokeLoader /FinCrime



UAC-0006 / SmokeLoader /FinCrime



UAC-0100 / Сyber Marauders / Fraud 



UAC-0100 / Сyber Marauders / Fraud



Expectations 

- Growth of a sophisticated supply chain
- Even biiger shift to cyber espionage
- More comlex of attacks and toolset
- More people involved in russian cyber criminal and
and military

- Numbers of cyberattacks will grow during the
escalation of war

- The damage from cyberattacks is enormous in the
political information and financial component
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